Retrieve a NFC Certification Authority Certificate
for
SSL Communication with NFC’s Certificate Servers
(Microsoft Internet Explorer)

1. Accessthe following URL from Internet Explorer:
https://zycl.hap.nfc.usda.gov/cda-cgi/clientcgi.exe?action=start
The Entrust Web Connector page will appear

2. Click Web Browser Users (The Retrieving certificates for your Web browser frame
will appear)
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3. Click the Retrievethe CA Certificate for your Web browser link.
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4. Select “Open thisfilefrom its current location” and click OK.

File Download x|

Y'ou have chogen to download a file from this location.

clientcai.cer from 199,130 206,87

YWhat would pou like to do with this file?

' Tpen thiz file from ks coument location
£~ Save thiz file to disk

W Always ask before opening this twpe of file

k. I Cancel Mare Infa
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5. Click Install Certificate Button.

Certificate

Gieneral I Details | Certification Path |

ol

B - .
=¢*4 Certificate Information

Thiz CA Root certificate iz not trusted. To enable
trust, install this certificate in the Trusted Root
Certification Authorities store.

lzsued to: US04 - National Finance Center

Issued by: USDA - Mational Finance Center

Valid from 1/26/1333 to 1/26/2019

! Inztall Certificate. .. | |zatien Statement |
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6. Certificate Import Wizard (Step 1 of 5). Click Next.

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

Thiz wizard helps you copy certificates, certificate trust listz,
and certificate revocation liztz fram vour dizk ta a certificate
shore.

A certificate, which iz izzued by a certification authaority, iz a
confirmation of pour identity and containg information uzed
ko protect data or o establizh 2ecure nebwork, connections.
A certificate store iz the system area where certificates are
kept.

To continue, click Mest.

< Black

Cancel |

7. Certificate Import Wizard (Step 2 of 5). Select “Automatically select the
certificate store based on the certificate type” option. Click Next.

Certificate Import Wizard x|

Certificate Store
Certifizate stores are system areaz where certificates are kept.

YWindows can automatically select a certificate store, or you can specify a location for

= ‘Aytomatically select the certificate store based on the type of certificate

" Flace all certificates in the following store

[Certifizate stare:

Browze. . |

¢ Back I Hest > I Cancel
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8. Certificate Import Wizard (Step 3 of 5). Click Finish.

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate |mport
wizard.

You have specified the following settings:

Certificate Store Selected  Automatically determined by the
Content Certifizate
Jd | ©

< Back

9. Certificate Import Wizard (Step 4 of 5). Click Yes.

Root Certificate Store |

& Do you want to ADD the following certificate to the Boot Store?
Subject : USDA - Mational Finance Center, IS

|zzuer : Self lzzued

Time Yalidity : Tuesday, January 26, 1999 through S aturday, January 26, 2019
Serial Hurnber : 35A0F41E

Thurnbprint (zhal] : 45CFFEEY B3F00902 ABT1DRI1C BE21340B 6E25150E
Thurnbprint [md5) - EFEB370E AFCAARYE BEES1CEQ 679BAFEC

10. Certificate Import Wizard (Step 5 of 5). Click OK.

Certificate Import W

@ The impart was successful.

]
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11. Verify Root Certificate Authority (Step 1 of 4).Select Internet Options from
Tools Menu Item
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12. Verify Root Certificate Authority (Step 2 of 4). Select the “Content” tab. Click
the “Certificates’ button.

Generall Securitunnectiunsl F'n:ugramsl .-ﬁ-.dvancedl

— Content Advizor
m R atings help you control the Interet content that can be

wigwed on thiz computer.
Settings... |
— Certificates

% Ilze certifizates to pazitively identify paurzelf, certification
@l authonities, and publizhers.

Click Here —» Certificates. .. Publishers. .. |

SN —
O —

— Perzonal infarmation

E' AutaComplete stores previous entries AutoComplete. .

and suggests matches for pou. —l

Microzoft Prafile Assistant stores your My Profile...
perzonal infarmation. =

2K, | Caricel | Spply |
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13. Verify Root Certificate Authority (Step 3 of 4). Select the “Trusted Root
Certification Authorities’ tab. Scroll to the “USDA — National Finance Center”
entry. Select the entry. Click the*View” button.

Intended purpoze; |<.-’-'-.II> j

Other People I Intermediate Certification Autharities (Jrusted R oot Certification Authorities LI_"I

lzzued To | |zzued By | Expiration ... | Friendly Mame |:|

Thawte Premium Ser... Thawte Premium Serv...  12/31/2020  Thawte Premium ...

Thawte Server CA Thawte Server CA 12/31/2020  Thawte Server CA
. 1 ) T2 317 202 T Hrame—T-rea

1/26/2019
H iRt S e——fr 22T - Dl ACorp. ..

UTH-USERFirst-Client ... 7/3/2019 UTH - USERFirst-..
UTH-USERFirst-Hardw...  7/3/2019 UTH - USERFirst-.. |
... UTM-USERFirst-Metwa..  7/3/2019 UTH - USERFirst-..
bi... UTM-USERFirst-Object  7/9/2019 UTH - USERFirst-.. ;I

TFiawie | imestamping ...

IS0 - Mational Finar... <Mones

ELUTH-USERFirst-
ELUTH-USERFirst-

Irnpart.... | %purt... | Bemove gdvanced...l

Certificate intendec/purpl:uses

Al soroll and Select

Click Here —» Wi

Cloze
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14. Verify Root Certificate Authority (Step 4 of 4). This screen should appear. Click
OK to exit.

Gieneral I Details | Certification Path |

O.,-..-g::-.-

=:1 Certificate Information

Thiz certificate is intended to:

+[Drigital Rightz -
*Smart Card Logon

sLicenze Server Yerfication

sken Pack Licenses

+Embedded Windaws Systerm Campanent Yerfication
+EM Windows Syatern Component Yerification j

lzsued to: US04 - National Finance Center

Issued by: USDA - Mational Finance Center

Valid from 1/26/1333 to 1/26/2019

|zatien Statement
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